.% WREF%
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GMTBLC: ETREFIHRUESMEZRE T L

MER, I¥E, BRE, TRE
(REXFREIAEFR, L7 K& 116622)

1 . WERESIN T M2 IS I 2 CE S, BRI E (quality of service, QoS) fRIlE.
)\Tx*A{WJ;—E%EPHﬁTJLQB’JTPFﬁ ERHR SRR B RS DO 2, 3 B0 S FR R A i
U TETRAERS (group mix attention, GMA) ] Transformer F1 XY [7] K 58 #1012 (bi-directional long
short term memory, Bi-LSTM) ¥ £% (1) XU 4% W 4% it & 43 28 (group mix transformer and Bi-LSTM for traffic
classification, GMTBLC) J77%. {EHHE AR By, 18 200 0 (100 Rk faf 28 e 1l 9 B B o RS, DAY
MERTH. LR E, KM o B IR A Transformer (packet group mix transformer, PCMT) FRBALBE,
A HAE H Transformer F1 GMA 38 & JR Rk [FRS, 2316 BG I S RHIESE EL (spatio-temporal feature ex-
traction, SFE) AEELALEE, b B G 1) 25 [VRRAE F 45 6 Bk 22 e B I A AR e N 2 R B, 004 A 1) T [R5 AE
B A LSTM 4R EL. 7ERE 2 RE T, @ s B G 3R 4 R IE AN SR E, R 258 i 2% i &
IrK. EAFLHHE AR ISCX M USTC-TFC2016 b 3EAT I SLI0 R B, 2B i 73 R HE A 04 99.31%, KI5
A ERFN FUAESSIEF] 98% LA, AH EEILABAR TS 73 AU R T4 o

KRR WESSS: KRS RN Transformer; KHHHTCIZ M 2%

HESES: TP393

XEkFRERE: A
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GMTBLC: a deep learning-based bi-modal network
traffic classification method

WEI Debin, JIANG Qinlong, WEN Jinglong, WANG Xinrui
School of Information Engineering, Dalian University, Dalian 116622, China

Abstract: Network traffic classification is crucial for network security maintenance and management, and it has been
widely applied in tasks, such as quality of service (QoS) assurance and intrusion detection. To address the issues of
traditional traffic classification models, such as insufficient feature extraction and low classification accuracy, a dual-
modal network traffic classification method based on group mix attention (GMA) with a transformer and a bi-
directional long short-term memory (Bi-LSTM) network, named group mix transformer and Bi-LSTM for traffic clas-

sification (GMTBLC), was proposed. In the data preprocessing phase, packet-level images within sessions were gen-
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erated from the payloads of data packets to reduce information interference. In the classification phase, the images

were firstly processed by the packet group mix transformer (PCMT) module, which utilized the transformer and GMA

to capture global features. Simultaneously, session images were processed by the spatio-temporal feature extraction

(SFE) module, of which the spatial features of packets were extracted by a convolutional neural network with residual

connections, and temporal features of packets were extracted by a bi-directional long short-term memory network. In

the fusion classification layer, the above global and spatiotemporal features were integrated using a dynamic weight-

ing mechanism to complete network traffic classification. Experimental results on ISCX and USTC-TFC2016 datasets

demonstrate that the proposed model achieves a classification accuracy of 99.31%, with precision, recall, and F1-

score all above 98%, and outperforms the other models in classification effectiveness.

Key words: traffic classification, deep learning, attention mechanism, transformer, LSTM
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BE A ELIE P R R, X280l 55 MR B
%, MR R, XA LS MRS
JifE (quality of service, QoS) frpEH K T 1R A
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BEREMNE .
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FOERES R MR BT RS, FEA T
FWE R, FIRERBN LR R RE
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LA = HAR, 46 2 Mg FriE ki m o2k
IMER M . Dong %R CMSVM 3%, AT
fif e ] 85 R ) R SR I AN P ) R . R 2
BOWLES 22 2 T ERCOB T F 3 R tH R AIE, IR TE M
2% i m R B K S O R G A RS HA S
B, AREEAT HAREIR I, HMEUXTE R 2
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2] (deep learning, DL) #H&5 & 1 5% 2N
FEit.
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fE2 2], 5 S REAR B 1 N E VR A R OR B
KUOL HRT, BAAMLRMZ (convolutional neu-
ral network, CNND F13f 9 # £8 % 2%  (recurrent
neural network, RNND & 3= % [ 3 21 v Y 5 702
Jiid. I PP EE LS SR I N 4R R R IE, A
1 Softmax i tH T J& 2 I MEAE, AT RAX it gk
17432 . Wang SR HUK B0E W oM B
SR J5 A8 ] 1D-CNN 34T 4b P . Dong 2532 11 7
MPNN J7¥2, JET 2 ML, [ H 55
[ 1 25 [0 26 A TR A B ARE AN R, DT 2 s vfE
o XieZ R I SAM (71, 4 4% BdE AL 1)
TN —FES, HTRE22. Shapira 2>
FIFH L 5 I TRAH SCRITR/INAH G IRRRE, &
OB “FlowPic” B F, FIH CNN#E4T
Pk sy, Yang SR UHL L T S o B K RO 2% 3
& 5r RAE 4 ConVITML, fil & T CNN Hl Vison
Transformer, 1] LA E 4252 BUEL B 23 1 1 FEAVRRAE
HMIGERRAAE, AR5 2 A0 5C R M 2% R AT TR
3% . Dong P T AT M B FE Q
W 2% SSDDQN, | I [ 2l 4 i &5 5 44 I & RFAE
NG A IR E R W 8 AT 7338 A T gk
AP L, Dong %512 i 7 GADCN # 7!,
WEMmy e TR EEE, REF 7R -,
SR, EREF AR —E MR RYE, BT —A
BEAS KT W 28R AT 15328, A IEFENA R
AHAT I ERERR I

s ) — 2B 5T AR A 46 48 H 2 B IR
27 2 70 M 4 i AT 73 S . AT LA
ANE A AR BUR B AL, M4 oy KAk fe
B R B R E R A AR 4 1 19 B . Aceto
PR T MIMETIC £ BEASTRFE 5% SIHELE,
B B R A IR T 576 byte £ 4 U WURFAE A
NN, FAT M 1D-CNN FI 7] 4% 115 38 8¢
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AEBEAT R AE SR EL . Wang 2EHR HY 1) 22 465 265 n 2%
W& o IS HE 4L AppNet, # HUEC 4 B 0 AT

1 014 byte, fdi [ ID-CNNFATHFAESREL, [FI) I
AT LSTM 22 I 5t 0 i K FE P AR AE . e
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KHELE, ZAELE LLEOHE 0 7 1 K FE 7 AU i
N R B L 2 23 3 a] I R 2% Hds
Z I ZE R R . Lin ZP745 & CNN Rl LSTM,
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ffH 7 CNNFILSTM [ty . SR, ikt
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ERAEAAR AT TR S R AR D058, fEALTE A
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Z B AR . 55, TSCRNN I CMTSNN A
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B, KR XEA RS, NZEESMEHK, B
T oAV RRE 17T IRSES K Trans-
former FNX [a] K J HATE 2 9 288 XU S, X 483
= 41 2% (group mix transformer and bidirectional
long short term memory for traffic classification,
GMTBLC) k. %548 H R & Transformer
PR E 2 RRE, HA A R EEE N ER
P22 ) 2% 42 B AR 0 1) RS S, TR
LSTM i BUCAICHE . - 18] () I [ Ry ik, 38 3 2245 Tn
UML) Fil A 4 oy 4 E A 28 R fiE, B 2428 T
B RFAE XS I 2% IR B AT 402, DU i IR & A 2R
MER % . SIS RAER Y, ARCPTRITER 7
FUERHF A T AT 1) — L7775 — E M,
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1 FHEEIT

NT N AR RN R FRIE, &
SCHEH TR TR B A ST B 2 A W 4% R o 2R
A GMTBLC, GMTBLC #1117~ . 57 8%
ALy aE oy BT . RRIESR I, RF
TIE R G AN 2 28 o 000 T A B e ST g A 3R
10 JER s I B 4 R R E R X, DA N A TR
W KRR B BB B B PR 2% AT I 90 SCAL R, 4y
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TEFR LA 3o RFAE filt-& B PR T 30 7 DAL il
Rl P AN 2 SCHR B REAE A2 B 190 2K 1 i
HRFAE o T I8 I A 3% B2 R Softmax i H 4 28

+
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FHERLA

Transformer

EER

uﬁzm ]
mﬁﬁmw

b | Mﬁ:,; | | BHURLE |

B st B

Ji ifipcap S
E1 GMTBLC fI45#)

1.1 HIEMALIE
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1T . el b, SRIDUBORE 60 R 1 A
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FEUE3 . FdE S RS DT 44D 8R

(D RESR: RIS EFRAER peap U7
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RCBART BB
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1.2 2REfFHERRS X
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R AIE fa £ 0 V3 S SR S [RIRR AR 22 N AT
He, D —AE BRI EES

AN [ 6 £ B 2 21 3 1 RRAE BT AN
FE, XA E, B 5] B 14 R R
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PR, HABRRIERT AR EAN R AE R, T4
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BN AU AL AN [F] 23 156 1) 4 R R AE RO 2
FRIEASBEANFAOALE . B4, SIANTHES .,
F T2 A [F) R A SR U S 2 8] (B SPA, 5
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I AR RN, R AR G,
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SR LBV U K AN SR\
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HERRE . EYIZRERE T, 8 A W B A 2
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5 1R 9 E R TR IR, AT 8 0% 5 AE A b AT
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Iy AEVERE, 7R R R RO AT gt . B
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FLH Softmax Iz 5, FH43 2y My, )G, #h,
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AT, RBIRA KRy MR, fE5F
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loss;~ lossy Al losszo %N (1451 2K loss o /&
ER3IANRR A, BARN:

y1=Softmax(Wy, - hg+by,) (16
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1 T
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3
10SStotal = z lossg (20)
=1

Hedr, oA NEIEREENSH, TREAR
WEL Y N IR IS,

2 WHSH

A3 SE 6 7 . R S NVIDIA Geforce RTX
3090, WAEN24 GB, #AF &% Ubuntu20.06,
Python ¥ 3 it 4 4y 3.8, Pytorch 3% FH 2.0.0 i 4%,
X N CUDA A A 1.6
21 HIE&E
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RVERE, He, EEIREEEEIII, LAl R
GRS R AR AR, A& 20 5 Kb 3 i HX ) S
fEo IR, NTIRIFREE VRN S5 RAE, BTk
FEAN R AGTR E AR AN i 2 AR RS

A ik B H#E 4 USTC-TFC2016 1 ISCX
VPN-nonVPN %} GMTBLC J5 & i3k 47 52 5 56 3IF .
USTC-TFC2016 ¥ 47 4 i Wang %07 1) g, Mo
T 10K IEFINERE (Benign) 10 J:%
M E (Malware), USTC-TFC2016 354451t
W1, H, NAEERR, MNESRE.

%1 USTC-TFC2016 #iEE St

4 ESdl FEAHR
BitTorrent N 7502
Facetime N 6 000
FTP N 6319
Gmail N 5111
MySQL N 7026
Outlook N 7475
Skype N 6 089
SMB N 5473
Weibo N 4569
Cridex M 8197
Geodo M 6 690
Htbot M 5952
Miuref M 4952
Neris M 8425
Nsis-ay M 6033
Shifu M 9576
Tinba M 8504
Virut M 6138

ISCX VPN-nonVPN ###4E & %= K Dalhousie
KRB — LT TH T B E M2 (virtual pri-
vate network, VPN) Vit & M19E VPN i &7 7 14
k. ek F VPN AIEE VPN IR 1 I 4 i i
Hrb & 17 RS R ILE, W Facebook. You-

Tube%s, ISCX VPN-nonVPNHHEES 1 WK 2.
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